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Using HTTP Methods for RESTful Services

v Used HTTP verbs (or methods) are POST, GET, PUT, PATCH, and DELETE.

These correspond to create, read, update, and delete (or CRUD) operations, respectively.

v Returned status code dependson the combination of HTTP method and resource URI.

HTTP Verb

POST

GET

PUT

PATCH

DELETE

CRUD

Create

Read

Update/Replace

Update/Modify

Delete

Entire Collection (e.g./cars)

201 (Created), 'Location’ header with link to /cars/{id}
containing new ID.

200 (OK), list of cars. Use pagination, sorting, and filtering to
navigate large lists.

405 (Method Not Allowed), unless you want to update/replace
every resource in the entire collection.

405 (Method Not Allowed), unless you want to modify the
collection itself.

405 (Method Not Allowed), unless you want to delete the
whole collection - not often desirable.

Specific Item (e.g. /cars/{id})

404 (Not Found), 409 (Conflict) if resource already exists.

200 (OK), single car. 404 (Not Found), if ID not found or
invalid.

200 (OK) or 204 (No Content). 404 (Not Found), if 1D not
found or invalid.

200 (OK) or 204 (No Content). 404 (Not Found), if ID not
found or invalid.

200 (OK) or 204 (No Content). 404 (Not Found), if ID not
found or invalid.



F}jﬂe same architecture as before!
~ The architecture is the same as for web application. The
response differ. JSON instead of HTML.

* No need for a view engine when we create a pure web service.

v As long as we create a RESTful Web Service, nothing has
to be changed.

It is the URI that determines if the client is requesting a web
service resource or not.

+ The presentation layer still parses the HTTP request, and
depending on the requested resource, sends a response
containing JSON to the client.

Presentation Layer

Business Logic Layer

Data Layer



v EXAMPLE-EXPRESS-WELCOME
v & .vscode
*J launchjson
> M node_modules
v @ public
v @8 css
@ styles.css
% favicon.ico
¥ robots.txt
v gl src
v €2 controllers
JS home-controller,js
v # routes
JS home-routerjs
JS routeri:c
> e Views
v @l home
<% ir~'ex.ejs
@8 lay «
<% g ‘au 3s
J5 ey s
€.
.eslintrc,json
.gitignore
LICEMET
nodemon.json
= package-lockjson
= package.json
README.md
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The Final Directory Structure

v eavpEResTRLTASES . server. Js 1S the application’s entry point.

> K .vscode
> mM node_modules . .
v & src ~ Routes are stored in separate modules under the routes/ directory.
v #§ config . . . .
+ Aversion has its own directory, which corresponds to the URL.

J$ mongoose.js
v & controllers\ api
o el Controllersare stored underthe controllers/api directory.
JS task.s
v # routes
v &l api\vl
JS routerjs
JS tasks-router,js
JS router.js
JS serverjs
L env
.eslintrc.json
.example.env
-gitignore
LICENSE

nodemon.json

O >& L.

package-lock.json
package.json
README.md

y



dotenv

Loads environment variables from a .env file into process.env.

nodemon

Automatically restarts the application when file changes.
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The dependencies and devDependencies — package. json

PR . v EXPress

name": "example-restful-tasks",
"version":"2.0.0", . .
"description": "1DV026 - Example - RESTful Tasks", Web framewo rk for NOde'Js'
"type": "module",
::?carii:t':"'.'s{rc/serve rjs", v h e | met

e e - Helmet helps you secure your Express apps by setting
"lint": "npxeslint ./src | | exit 0", ' Various HTTP headers-

"lint:fix": "npx eslint ./src --fix | | exit 0"
b
"license": "MIT", v http-e rrO rS

"private": true,

* Create HTTP error objects.

"dependencies": {

"helmet":""‘4.6.0",
"http-errors": "A1.8.1", 7 mongoose

"mongoose": ""6.1.1", - -

e 00" « MongoDB object modeling tool.
)

"devDependencies": {

"@Inu/eslint-config": "71.1.4", 4 morga n

"dotenv":"710.0.0",

nodemon': "2015" « HTTP request logger.

)
’ » nodemon

« Automatically restarts the application when file changes.



The Entry Point — src/server.js

express
expressLayouts
logger
{dirname, join }
{fileURLToPath }

{ router}

= dirname(fileURL ToPath(

.use(logger( )

.set( ) )

.set( , join( ) )
.use(expressLayouts)

set( ,join(

.use(express.urlencoded({ exten
use| ess.stati \

uoe('/,

.status(e r.status || 500)
.send(err. nessage '’ )

1

listen(process.env. , () =>1
console.log(
console.log( )

1

.meta.url))

process.env.

The purpose of server. s IS to create an instanie of an
Express application, configure it, ang siart it as Express ~erver.

Middleware fircuons are functior~th 'th veac 2s. to h
renucstobject (req). ther nonst obje t(. 3s),a dt eneat
middleware f nc’ onin th - a, »lic. flon requ.-i-response

pro~ta

~ plic tion-l rel: app.use() and 2z, .METHOD(), (req, res,
next)).

Router-'cvel: same as application-level (use express.Router()).

Error-handling: an error-handling middleware function has four
parameters, (err, req, res, next)).

Built-in: express.static, express.urlencoded

Third-party: Add functionality.



The Entry Point — src/server.js

import express from 'express'

v The purpose of server. js Is to create an instance of an

e louer) e ooy Express application, configure it, and start it as Express server.

try {
await connectDB()

ot o - express v Middleware functions are functions that have access to the
S request object (req), the response object (res), and the next

app.use(logger('dev'))

spusepres on() middleware function in the application’s request-response

app.use('/', router)

app.use(function (err, req, res, next) { CyCI e .

err.status = err.status | | 500

Ifr(;'tic:;waprzgget(‘env‘) !=="development') { C Application-level: app . u Se ( ) and app . METHOD( ), ( r‘eq 5} r‘es 5}
e next))

status: err.status,

e e * Router-level: same as application-level (use express.Router()).
}
 Error-handling: an error-handling middleware function has four
sl parameters, (err, req, res, next)).
i} c o
applisten(process.env.PORT, () > * Built-in: express.json, express.urlencoded

console.log('Server running at http://localhost:S{process.env.PORT}')

ooooo le.log('Press Ctrl-C to terminate...") - . - -

) « Third-party: Add functionality.
} catch (err) {

onsole.error(err)

process.exitCode =1

}



The Routing

‘ express
{ HomeController }
= express.Router()
= 0]
‘ .get(/', (req, res, next) .index(regq, res, next))
\\ .post('/', (req, res, next) .indexPost(req, res, next))
" I
express
{ router as homeRouter }
= express.Router() o
. = ——
.use('/', )
AN N
o _
.use('/}, )

The router.get() and router.post() metivdsare two
routing functions in Express.

You prcviue a functionto b~ ci 'ler fora g es.
matching the meth 'and. jeci 2d Hath.

- ouus th 2router sujel as an argument to
re iter.u e(y, =+, callback [,cal'sack...]) and app.use().

router.use('/". rcucer)

nttp://localhost:8080/

router.use('/home’, router)

http://localhost:8080/home



The Routing

importexpress from'express'

import { TasksController} from'../../../controllers/api/tasks-controller.js'
exportconstrouter = express.Router()

constcontroller=new T asksController()

router.param('id’, (req, res, next, id) => controller.loadTask(req, res, next, id))
router.get('/', (req, res, next) => controller.findAll(req, res, next))
router.get('/:id', (req, res, next) => controller.find(req, res, next))
router.post('/', (req, res, next) => controller.create(req, res, next))

router.put('/:id', (req, res, next) => controller.update(req, res, next))

router.delete('/:id', (req, res, next) => controller.delete(req, res, next))

importexpress from'express'
import{ router as tasksRouter } from './tasks-router.js'
exportconstrouter = express.Router()

router.get('/', (req, res) =>res.json({ message: 'Hooray! Welcome to version 1 of this very simple RESTful API!" }))

router.use('/tasks', tasksRouter)

importexpress from'express'

import createErrorfrom 'http-errors'

import{ router as v1Router } from './api/vl/router.js'
exportconstrouter = express.Router()

router.use('/api/vl', viRouter)

router.use('*', (req, res, next) => next(createError(404)))

app.use('/', router)

The router.param() methodadds callback
triggers to route parameters.

* When a parameter is present in a route, you may
map loading logic to provide the corresponding
object to the req object.

The router .METHOD () methods provide the
routing functionality, where METHOD Is one of the
HTTP methods, such as GET, PUT, POST, and so
on, in lowercase.

You provide a function to be called for a request
matching the method and specified path.

You use the router object as an argument to
router.use ([path], callback [,callback..])
and app.use ().



The Controller — controllers/home-controller.s

{format}

Controller functions...
...get the requested nzta (It any), ...

..renccan HTML page using  em, 'ate a0 i, |
and...

0 i AT L "o the clien,

Th n. thod r s.render(view [, lozais]) rendersa
vie\ ' anu sends the HTNIL string to the client.

view. th path of the view file to render.

locals (optional), an object that contains data to pass
from the controller to the view.



The Controller —

import createError from 'http-errors'

import { Task } from'../../mod els/task.js'

export class TasksController {
async load Task (req, res, next, id) {
try {
const task = await Task.findByld(id)

if (Itask) {
next(createError(404))
return

}
req.task = task

next()
} catch (error) {
next(error)
}
}
/]

async find (req, res, next) {

res.json(req.task)
}
/]

async findAll (req, res, next) {

try {
const tasks =await Task.find()

res.json(tasks)
} catch (error) {
next(error)
}
}
//

async create (req, res, next) {
try {

const task =new Task({
description: req.body.description,

done: req.body.done

1
await task.save()

const location = new URL(

“S{req.protocol}://S{req.get('host')}S{req.b aseUrl} /S{task._id}"

)

res
Jocation(location.h ref)
.status(201)
json(task)
} catch (error) {
next(error)
}
}
//

async update (req, res, next) {
try {

reqg.task.description = req.body.description

reg.task.done = req.body.done
await reg.task.save()

res.status(204).end()
} catch (error) {
next(error)
}
}

async delete (req, res, next) {
try {
await reg.task.d eleteOn e()

res.status(204).end()
} catch (error) {
next(error)
}
}
}

controllers/api/tasks—-controller.js

v The 10adTask () method provides
req.task tO the route.

* The find (), update (), and delete ()
methods can use the Task object
req.task refers to and do not need to
retrieve the object themselves.

~In the controller, you do not have to
think about how a document is
converted to JSON because the
schema defines it.

const schema =new mongoose.Schema({
description: { ...

virtuals: true,
transform: function (doc, ret) {
delete ret.__v

delete ret._id

schema.virtu al('id').get(function () {
return this._id.toHexStrin g()




API Keys

IP84UTvzJKdslJomx8gIbTXcEEJSU11GgpxCcmnx

~ Authentication/Authorization?
VS. username/password
long-lived?
Easy to leak public?
“API keys are not API Security”

v Track how the API is being used

Use API keys for identification and analytics
Rate limit

Easy to revoke/renew



Rate Limit

Limit the number of requeststo the API
v X-RateLimit-Limit — Number of calls during the time slot
» X-RateLimit-Remaining — Number of remaing calls

v X-RateLimit-Reset — Time when the call counter will be reseted
Epoch-/POSIX-/UNIX-tid

v 429 Too Many Requests

X-RateLimit-Limit: 6@
X-RatelLimit-Remaining: 58
X-RatelLimit-Reset: 1486630428



Versioning

VS.

VS.

HATEOAS

17



Filtering/Partial Response

Filtering:

Partial Response:

Pagination:

18



GraphQL

»You can constructcomplex queries

“Get a post and all its comments that are down-voted”

~You will not get data you do not need.

"hero": {
“name”: "Luke Skywalker"

}
}
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